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hite
ture whi
h is most 
apable of doing that:Interpreter luginsIt should be possible to add plugins / runtime modules for new proto
ols, et
. For example thestandard logging daemon provides sour
e-ip, dest-ip, sour
e-port, dest-port, et
. Logging for variuosother proto
ols (GRE, IPse
, ...) may be implemented as modules.Output plugins... des
ribe how and where to put the information gained by logging plugins. The easiest way is tobuild a line per pa
ket and fprint it to a �le. Some people might want to log into a SQL database orwant an output 
onforming to the intrusion dete
tion systems 
ommuni
ation draft from the IETF.1.2 DETAILSThe major 
lue is providing a framework whi
h is as �exible as possible. Nobody knows what strangenetwork proto
ols are out there :) Flexibility depends on the 
ommuni
ation between the output of thelogging plugins and input of the output plugins.Rusty advised me to use some kind of type-key-value triples, whi
h is in fa
t what I implemented.One issue is, of 
ourse, performan
e. Up to ulogd 0.3, ulogd did several linked list iterations and about 30mallo
() 
alls _per pa
ket_. This 
hanged with the new >= 0.9 revisions:
• Not a single dynami
 allo
ation in the 
ore during runtime. Everything is pre-allo
ated at start ofulogd to provide the highest possible throughput.
• Hash tables in addition to the linked lists. Linked lists are only traversed if we really want to a

essea
h element of the list.2 INSTALLATION2.1 Linux kernelFirst you will need a re
ent 2.4.x kernel. If you have a kernel >= 2.4.18-pre8, it already has the kernel suportfor ULOG (ipt_ULOG.o).



3. Con�guration 3If you have an older kernel version (between 2.4.0 and 2.4.18-pre6), you 
an use the pat
h-o-mati
 system ofnet�lter/iptables, as des
ribed in the following se
tion.2.2 ipt_ULOG from net�lter/iptables pat
h-o-mati
You only need to read this 
hapter if you have a 2.4.x kernel <= 2.4.18-pre6.In order to put the ipt_ULOG module into your kernel sour
e,you need the latest iptables pa
kage, or evenbetter: the latest CVS snapshot. A des
ription how to obtain this is provided on the net�lter homepagehttp://www.netfilter.org/ .To run pat
h-o-mati
, just typemake pat
h-o-mati
in the userspa
e dire
tory of net�lter CVS.2.3 ulogd2.3.1 Re
ompiling the sour
eDownload the ulogd pa
kage from http://ftp.netfilter.org/pub/ulogd/ and untar it.If you want to build ulogd with MySQL support, type './
on�gure �with-mysql'. You may also have tospe
ify the path of the mysql libraries using '�with-mysql=path'. To build ulogd without MySQL support,just use './
on�gure'.To 
ompile and install the program, 
all 'make install'.2.3.2 Using a pre
ompiled pa
kageI also provide a SRPM, whi
h should 
ompile on almost any rpm-based distribution. It is available athttp://ftp.netfilter.org/pub/ulogd/Just download the pa
kage and do the usual 'rpm �rebuild <�le>'.3 Con�guration3.1 iptables ULOG target3.1.1 Qui
k SetupJust add rules using the ULOG target to your �rewalling 
hain. A very basi
 example:iptables -A FORWARD -j ULOG --ulog-nlgroup 32 --ulog-prefix fooTo in
rease logging performan
e, try to use the--ulog-qthreshold Noption (where 1 < N <= 50). The number you spe
ify is the amout of pa
kets bat
hed together in onemultipart netlink message. If you set this to 20, the kernel s
hedules ulogd only on
e every 20 pa
kets. All



3. Con�guration 420 pa
kets are then pro
essed by ulogd. This redu
es the number of 
ontext swit
hes between kernel anduserspa
e.Of 
ourse you 
an 
ombine the ULOG target with the di�erent net�lter mat
h modules. For a more detaileddes
ription, have a look at the net�lter HOWTO's, available on the net�lter homepage.3.1.2 ULOG target referen
e�ulog-nlgroup NThe number of the netlink multi
ast group to whi
h ULOG'ed pa
kets are sent. You will have to usethe same group number in the ULOG target and ulogd in order to make logging work.�ulog-
prange NCopyrange. This works like the 'snaplen' paramter of t
pdump. You 
an spe
ify a number of bytes upto whi
h the pa
ket is 
opied. If you say '40', you will re
eive the �rst fourty bytes of every pa
ket.Leave it to '0'�ulog-qthreshold NQueue threshold. If a pa
ket is mat
hed by the iptables rule, and already N pa
kets are in the queue,the queue is �ushed to userspa
e. You 
an use this to implement a poli
y like: Use a big queue inorder to gain high performan
e, but still have 
ertain pa
kets logged immediately to userspa
e.�ulog-pre�x STRINGA string that is asso
iated with every pa
ket logged by this rule. You 
an use this option to later tellfrom whi
h rule the pa
ket was logged.3.1.3 ipt_ULOG module parametersThe ipt_ULOG kernel module has a 
ouple of module loadtime parameters whi
h 
an (and should) be tunedto a

omodate the needs of the appli
ation:nlbufsiz NNetlink bu�er size. A bu�er of the spe
i�ed size N is allo
ated for every netlink group that is used.Please note that due to restri
tions of the kernel memory allo
ator, we 
annot have a bu�er size >128kBytes. Larger bu�er sizes in
rease the performan
e, sin
e less kernel/userspa
e 
ontext swit
hesare needed for the same amount of pa
kets. The ba
kside of this performan
e gain is a potentiallylarger delay. The default value is 4096 bytes, whi
h is quite small.�ushtimeout NThe �ushtimeout determines, after how many 
lo
k ti
ks (on alpha: 1ms, on x86 and most otherplatforms: 10ms time units) the bu�er/queue is to be �ushed, even if it is not full. This 
an be usedto have the advantage of a large bu�er, but still a �nite maximum delay introdu
ed. The default valueis set to 10 se
onds.Example:modprobe ipt_ULOG nlbufsiz=65535 flushtimeout=100This would use a bu�er size of 64k and a �ushtimeout of 100 
lo
kti
ks (1 se
ond on x86).



3. Con�guration 53.2 ulogdulogd is what this is all about, so let's des
ribe it's 
on�guration...3.2.1 ulogd 
on�g�le syntax referen
eAll 
on�gurable parameters of ulogd are in the 
on�g�le, typi
ally lo
ated at '/et
/ulogd.
onf'.The following 
on�guration parameters are available:nlgroupThe netlink multi
ast group, whi
h ulgogd should bind to. This is the same as given with the '�ulog-nlgroup' option to iptables.log�leThe main log�le, where ulogd reports any errors, warnings and other unexpe
ted 
onditions. Apartfrom a regular �lename, the following spe
ial values 
an be used; �syslog� to log via the unix syslog(3)me
hanism. �stdout� to log to stdout.loglevelThis spe
i�es, how verbose the logging to log�le is. Currently de�ned loglevels are: 1=debug infor-mation, 3=informational messages, 5=noti
able ex
eptional 
onditions, 7=error 
onditions, 8=fatalerrors, program abort.pluginThis option is followed by a �lename of a ulogd plugin, whi
h ulogd shold load upon initialization.This option may appear more than on
e.rmemSize of the netlink so
ket re
eive memory. You should set this to at least the size of the kernelbu�er (nlbufsiz parameter of the ipt_ULOG module). Please note that there is a maximum limit in/pro
/sys/net/
ore/rmem_max whi
h you 
annot ex
eed by in
reasing the �rmem� parameter. Youmay need to raise the system-wide maximum limit before.bufsizeSize of the re
eive bu�er. You should set this to at least the so
ket re
eive bu�er (rmem).3.2.2 ulogd 
ommandline option referen
eApart from the 
on�g�le, there are a 
ouple of 
ommandline options to ulogd:-h �helpPrint a help message about the 
ommandline options.-V �versionPrint version information about ulogd.-d �daemonFor o� into daemon mode. Unless you are debugging, you will want to use this most of the time.-
 �
on�g�leUsing this 
ommandline option, an alternate 
on�g �le 
an be used. This is important if multipleinstan
es of ulogd are to be run on a single ma
hine.



4. Available plugins 64 Available pluginsIt is important to understand that ulogd without plugins does nothing. It will re
eive pa
kets, and donothing with them.There are two kinds of plugins, interpreter and output plugins. Interpreter plugins parse the pa
ket, outputplugin write the interpreted information to some log�le/database/...4.1 Interpreter pluginsulogd 
omes with the following interpreter plugins:4.1.1 ulogd_BASE.soBasi
 interpreter plugin for nfmark, timestamp, ma
 address, ip header, t
p header, udp header, i
mp header,ah/esp header... Most people will want to load this very important plugin.4.1.2 ulogd_PWSNIFF.soExample interpreter plugin to log plaintext passwords as used with FTP and POP3. Don't blame me forwriting this plugin! The proto
ols are inherently inse
ure, and there are a lot of other tools for sni�ngpasswords... it's just an example.4.1.3 ulogd_LOCAL.soThis is a 'virtual interpreter'. It doesn't really return any information on the pa
ket itself, rather the lo
alsystem time and hostname. Please note that the time is the time at the time of logging, not the pa
ketsre
eive time.4.2 Output pluginsulogd 
omes with the following output plugins:4.2.1 ulogd_OPRINT.soA very simple output module, dumping all pa
kets in the format===>PACKET BOUNDARYkey=valuekey=value...===>PACKET BOUNDARY...to a �le. The only useful appli
ation is debugging.The module de�nes the following 
on�guration dire
tives:dump�leThe �lename where it should log to. The default is /var/log/ulogd.pktlog



4. Available plugins 74.2.2 ulogd_LOGEMU.soAn output module whi
h tries to emulate the old syslog-based LOG targed as far as possible. Logging isdone to a seperate text�le instead of syslog, though.The module de�nes the following 
on�guration dire
tives:�le The �lename where it should log to. The default is /var/log/ulogd.syslogemusyn
 Set this to 1 if you want to have your log�le written syn
hronously. This may redu
e performan
e, butmakes your log-lines appear immediately. The default is 04.2.3 ulogd_MYSQL.soAn output plugin for logging into a mysql database. This is only 
ompiled if you have the mysql librariesinstalled, and the 
on�gure s
ript was able to dete
t them. (that is: �with-mysql was spe
i�ed for ./
on�gure)The plugin automagi
ally inserts the data into the 
on�gured table; It 
onne
ts to mysql during the startupphase of ulogd and obtains a list of the 
olumns in the table. Then it tries to resolve the 
olumn namesagainst keys of interpreter plugins. This way you 
an easly sele
t whi
h information you want to log - justby the layout of the table.If, for example, your table 
ontains a �eld 
alled 'ip_saddr', ulogd will resolve this against the key 'ip.saddr'and put the ip address as 32bit unsigned integer into the table.You may want to have a look at the �le 'do
/mysql.table' as an example table in
luding �elds to log allkeys from ulogd_BASE.so. Just delete the �elds you are not interested in, and 
reate the table.The module de�nes the following 
on�guration dire
tives:tableName of the table to whi
h ulogd should logldb Name of the mysql databasehost Name of the mysql database hostport TCP port number of mysql database serveruser Name of the mysql userpass Password for mysql



4. Available plugins 84.2.4 ulogd_PGSQL.soAn output plugin for logging into a postgresql database. This is only 
ompiled if you have the mysql librariesinstalled, and the 
on�gure s
ript was able to dete
t them. (that is: �with-pgsql was spe
i�ed for ./
on�gure)The plugin automagi
ally inserts the data into the 
on�gured table; It 
onne
ts to pgsql during the startupphase of ulogd and obtains a list of the 
olumns in the table. Then it tries to resolve the 
olumn namesagainst keys of interpreter plugins. This way you 
an easly sele
t whi
h information you want to log - justby the layout of the table.If, for example, your table 
ontains a �eld 
alled 'ip_saddr', ulogd will resolve this against the key 'ip.saddr'and put the ip address as 32bit unsigned integer into the table.You may want to have a look at the �le 'do
/mysql.table' as an example table in
luding �elds to log allkeys from ulogd_BASE.so. Just delete the �elds you are not interested in, and 
reate the table.The module de�nes the following 
on�guration dire
tives:tableName of the table to whi
h ulogd should logdb Name of the databasehost Name of the mysql database hostport TCP port number of database serveruser Name of the sql userpass Password for sql user4.2.5 ulogd_PCAP.soAn output plugin that 
an be used to generate libp
ap-style pa
ket log�les. This 
an be useful for lateranalysing the pa
ket log with tools like t
pdump or ethereal.The module de�nes the following 
on�guration dire
tives:�le The �lename where it should log to. The default is: /var/log/ulogd.p
apsyn
 Set this to 1 if you want to have your p
ap log�le written syn
hronously. This may redu
e performan
e,but makes your pa
kets appear immediately in the �le on disk. The default is 0



5. QUESTIONS / COMMENTS 94.2.6 ulogd_SQLITE3.soAn output plugin for logging into a SQLITE v3 database. This is only 
ompiled if you have the sqlitelibraries installed, and the 
on�gure s
ript was able to dete
t them. (that is: �with-sqlite3 was spe
i�ed for./
on�gure)The plugin automagi
ally inserts the data into the 
on�gured table; It opens the sqlite db during the startupphase of ulogd and obtains a list of the 
olumns in the table. Then it tries to resolve the 
olumn namesagainst keys of interpreter plugins. This way you 
an easly sele
t whi
h information you want to log - justby the layout of the table.If, for example, your table 
ontains a �eld 
alled 'ip_saddr', ulogd will resolve this against the key 'ip.saddr'and put the ip address as 32bit unsigned integer into the table.You may want to have a look at the �le 'do
/sqlite3.table' as an example table in
luding �elds to log allkeys from ulogd_BASE.so. Just delete the �elds you are not interested in, and 
reate the table.The module de�nes the following 
on�guration dire
tives:tableName of the table to whi
h ulogd should logdb Name of the databasebu�erSize of the sqlite bu�er4.2.7 ulogd_SYSLOG.soAn output plugin that really logs via syslogd. Lines will look exa
tly like printed with traditional LOGtarget.The module de�nes the following 
on�guration dire
tives:fa
ilityThe syslog fa
ility (LOG_DAEMON, LOG_KERN, LOG_LOCAL0 .. LOG_LOCAL7,LOG_USER)level The syslog level (LOG_EMERG, LOG_ALERT, LOG_CRIT, LOG_ERR, LOG_WARNING,LOG_NOTICE, LOG_INFO, LOG_DEBUG)5 QUESTIONS / COMMENTSAll 
omments / questions / ... are appre
iated.Just drop me a note to laforge�gnumonks.orgPlease note also that there is now a mailinglist, ulogd�lists.gnumonks.org. You 
an subs
ribe athttp://lists.gnumonks.org/mailman/listinfo/ulogd/The preferred method for reporting bugs is the net�lter bugzilla system, available at http://bugzilla.netfilter.org/ .


